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Data Protection for Ensured Recovery




Off-Site Tape Vaulting

« 40% of companies that fail to recover data from a disaster
within three days eventually go out of business.

« An increasing number of risks threaten critical business data.

« Corporate information lifecycle controls and accountability
are now a mandate.

ENSURING BUSINESS CONTINUITY

Thousands of organizations trust Iron Mountain to protect their backed up computer data off-site,
and have for more than 55 years. Iron Mountain’s Off-Site Tape Vaulting solutions lay the foundation

for business continuity, with the most reliable data protection and recovery available.

SAFEGUARDING CRITICAL BUSINESS DATA

Iron Mountain’s Off-Site Tape Vaulting service delivers unmatched data protection and recovery. We
store your critical backup data securely — off-site, offline and out-of-reach — as a result, a copy of
your data is always shielded from natural disasters, utility outages, viruses and worms, internal
technology failures, and human errors and sabotage. I[ron Mountain gives you the assurance that

your data is available for recovery whenever and wherever you need it.

With over 15,000 trained employees, you benefit from the comfort of
assured availability and accessibility to your data in case of disaster.
And behind these resources are proven best practices around security,
chain of custody, transport and delivery ensuring service reliability — all
designed to reduce risk to your data which allows you to focus on other

critical business objectives.
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BE PREPARED FOR UNSCHEDULED DOWNTIME
AND DISASTER

With Iron Mountain Off-Site Tape Vaulting, you control your
data, with the power to recover what you need to resume
business. Your data is continuously accessible for monitoring
and management through an easy-to-use Web interface and

available for recovery whenever and wherever you need it.

Iron Mountain’s depth and breadth of resources accelerate
recovery both locally and globally, allowing you to quickly
continue on with business. Customer support is always a
phone call away. And Iron Mountain’s fleet of secure vehicles
and specially chartered ground and air transport can rapidly
deliver your data to any location you stipulate. Most
important, Iron Mountain Off-Site Tape Vaulting services are
proven — in more than 250 successful disaster recoveries

and more than 25,000 disaster recovery tests.

“Companies must have a secure and reliable plan for
safequarding their critical data from both natural

disasters and human threats. Iron Mountain has over
30 years of experience in the data protection business,

delivering a comprehensive suite of media vaulting

services, data backup and rapid recovery services.”

—John McCarthy, Group Vice President,
Worldwide Storage Research, IDC

KNOW WHERE ALL YOUR BACKUP MEDIA

IS AND PROVE IT

I[ron Mountain is uniquely capable of providing full
accountability for your data — and helping you achieve
complete protection and demonstrate accountability to

corporate stakeholders and government auditors.

Iron Mountain’s internal vault management system con-
tinuously monitors the location of your media during
transport and storage. Using Iron Mountain’s SecureSync™
solution to access this system, your authorized personnel
can easily audit your media inventory any time, and gener-
ate up-to-date, accurate status reports — both current and
historical — for any and all media in Iron Mountain’s care.
The system also proactively reports any rotational discrep-

ancies, enabling immediate resolution.

With global consistency and locally implemented services,
Iron Mountain’s proven 55 year track record of responsive-
ness and reliability as the leader in comprehensive
information protection and storage services, are designed
to reduce cost, complexity and risk to your business while

enhancing compliance and control.

THE INCREASING THREATS TO DATA

83% of the companies studied in Deloitte & Touche’s 2004
Global Security Survey reported security breaches — with the
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greatest increase in the area of viruses and worms. This is
more than double the number reported the year before.



A ONE-STOP RESOURCE
In addition, Iron Mountain offers comprehensive data pro-

tection services including:

« Disaster Recovery Support Services. Our highly trained
professionals are always ready to assist with your data
recovery. In the event of a disaster we can ensure recov-
erability by getting your data to wherever you need it, at
the time you need it. We can also assist with testing your
disaster recovery plan. We have participated in over
25,000 disaster recovery tests and are uniquely qualified

to help you validate your plan.

« Digital Data Protection. Iron Mountain offers a full
range of digital data protection services. Use LiveVault®
and Connected® Backup/PC to protect data on remote
servers and PC's and ensure a complete data protection
strategy — from the data center to the edge of the

network.

e Library Moves. When you need to move your tape library,
Iron Mountain can inventory, pack, transport and set it
up — with full data protection at each step and mini-

mized downtime during the process

 Data Products. You can purchase high quality data prod-
ucts, including media and racks, directly from Iron Mountain

— quickly and conveniently.

* Consulting Services. Iron Mountain professionals with
knowledge of specialized industries such as healthcare,
pharmaceuticals, financial services, and energy can help
you address the evolving challenges of electronic and hard-

copy records management and retention.

We also offer:

* Records Management

« Digital Archiving

* Film and Sound Archiving Services

« Intellectual Property Management
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