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Backup Tape Vaulting

Secure Off-site Data Protection and Quick, Reliable Recovery

Given the vulnerability of data today, it is essential that critical
business data be stored securely off the premises.

Iron Mountain’s Backup Tape Vaulting service is the proven, reliable
solution for protecting your business data and recovering
quickly in the event of a disaster. We protect your backup data
securely, getting it off-site, offline and out-of-reach. Yet your
data is always available the moment you need it, wherever you
need it.

Iron Mountain Backup Tape Vaulting offers:

« The most reliable data protection and recovery from the most
experienced provider

* 24/7/365 emergency response, providing access to your data
whenever and wherever you need it

« Rigorous chain-of-custody and audit trail for clear accountability

+ Online tracking, scheduling and reporting via SecureSync™
application

« Assistance developing a data protection and recovery program
customized for your business needs

- Consistent vaulting practices across all of your sites to
enhance compliance

« The predictable cost of an expertly managed service

THE RESOURCES TO PROTECT YOUR DATA AND DELIVER
IT AS NEEDED

Iron Mountain is the leader in off-site data protection and recovery,
with more than 15,000 professionals and facilities worldwide,
including a fleet of transport vehicles customized to move your
data to any location it needs to be. Like clockwork, we synchro-
nize our tape pickup and delivery with your backup schedule.
Our goal is to protect your data to help ensure recoverability.

Your backup media is safely vaulted in one of our highly secure
facilities that are situated away from areas of potential hazard.
Our environmentally controlled vaults provide complete protec-
tion from loss, exposure or security threats. Every component of
our solution focuses on the elimination of risk to your data.

BEST PRACTICES FOR SECURE HANDLING AND STORAGE

We use proven best practices for security, custody, transport
and delivery of your data, ensuring 99.999% service reliability.
Our consistent processes and stringent controls for safe,
secure handling, restricting data access exclusively to author-
ized personnel — yours and ours. At key points in transport and
handling, tapes are scanned for tracking and document chain-
of-custody. While vaulted, tapes are secured by card-key access,
video surveillance, and highly trained security personnel.

WE MOVE MOUNTAINS TO RECOVER YOUR DATA

When disaster strikes, our depth and breadth of resources help
ensure recoverability. We’ll quickly locate the tapes you require,
transport them securely to the recovery site of your choice, and
if needed, work along side your team to restore your data.
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SECURESYNC PROVIDES ENHANCED VISIBILITY AND CONTROL
Iron Mountain’s web-based tape inventory management sys-

tem, SecureSync, provides your staff with a unified view of Data backup and storage are no

backup, vaulting and recovery operations across your organiza- longer the straightforward tasks

tion. The system provides complete visibility and control of they once were. Recent trends have
backup tapes and allows you to rapidly search your inventory to created new requirements, risks
locate tapes needed for disaster recovery, legal discovery or any and expectations — requiring you
other purpose. Authorized users can easily request schedule to protect that data to ensure

changes, access reports, track exceptions and communicate recoverability:
with the Iron Mountain team. « Explosive data growth increases the
need for managed, consistent

backup processes

PART OF A TOTAL DATA PROTECTION AND RECOVERY SOLUTION

Iron Mountain Backup Tape Vaulting is part of a comprehensive
) - Identity theft and network intrusions have increased the

approach to tape backup and disaster recovery for data protec-

. ) o i ) need for data to be secured during transit and in storage
tion and business continuity. Our services are designed to

reduce cost, complexity and risk to your business — while - Recent large disasters remind us how important it is to

enhancing your compliance and control. protect back-up media.in ?rder to rapidly recover data to
support business continuity

Over the past 50 years, Iron Mountain has grown to be the world

leader in records and information management. Today, we count

over half of the Fortune 500 among our 45,000+ clients. The reason

for the success is simple. Iron Mountain continually earns

clients’” trust as their off-site data protection needs grow by

investing in technology tools that enhance their access to and

control over their critical business information.

Choose Iron Mountain...our policies and procedures for the secu-
rity and integrity of data management are the most stringent in
the industry. We've successfully helped customers recover from
hundreds of disaster events and completed tens of thousands
successful disaster recovery tests.

Iron Mountain...because without the data, there is no recovery.
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Iron Mountain operates in major markets worldwide, serving thousands of customers
throughout North America, Europe, Latin America, and Asia Pacific.
For more information, visit our Web site at www.ironmountain.com.
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